Abstract.
Introduction
Cloud Computing, built around the set of five essential characteristics: on-demand self-service, broad network access, resource pooling (multitenancy), rapid elasticity, and measured services, as identified in [1] , has become the reference solution for selling or renting different configurable computing resources. Featuring on-demand selfservice characteristic, the effort of managing offered resources or provided services is minimized from the point of view of the cloud provider. Important activities are to be supported either by the consumer, or by some service providers for cloud consumers.
As a Berkeley report specifies, there is a huge potential to reduce IT costs, such that "developers with innovative ideas for new Internet services no longer require the large capital outlays in hardware to deploy their service or the human expense to operate it" [2] .
Based on the advantages brought by the set of cloud essential characteristics, as well as the emerging popularity of cloud computing, coupled with the possibility to reduce costs for companies, "an increasing number of SMEs [...] are thinking of migrating some aspects of their operations to the cloud", as N. Sultan stated in [3] .
With the newly found freedom in delivering resources, and on top of the 'as-a-service' paradigm, either at infrastructure, platform or services level, the impetuous development of cloud service offerings opens new possibilities for the implementation of new dynamic business models [4] , [5] . Small and medium sized enterprises (SMEs) could now automate some of their tasks, or even group into clusters of partners in order to enable virtual enterprises where offerings from a range of participants are grouped together. By having a common pool of offerings, they can expose them as a unique entity.
The development of virtual enterprises offers to the small actors and new entrants the possibility to develop tailored, competitive solutions, based on the specific requirements of stakeholders, and to enter in direct competition with large enterprises. By using such an approach, the SMEs, while being part of one or several virtual enterprises, can offer more specialized bundles of interchangeable services, based on open standards, and possible exposed as elementary services. These services can be then combined within the environment of a virtual enterprise in order to build tailored and targeted solutions.
While However, a direct consequence of the minimal support offered by current PaaS solutions is the development of mingled "SaaS silos and cloud islands" [6] , with a clear sacrifice for essential aspects, like data integration and consistency, or policy management.
Cloud Management
In Distributed Management Task Force (DMTF) white papers [7] , [8] , the different Cloud Management issues and concerns are identified in relation with the core aspects of the lifecycle of a cloud service. Different components in the architecture for managing clouds are identified, including monitoring/evaluation, key management, policy/security management, notification management. DMTF's documents are rather interested in prescriptions for management interfaces than in detailing cloud management concerns. Being built on the basis of a security-oriented architecture, the described architecture touches both management and governance requirements, and these are identified in close relation one with the others.
However, cloud management strategies are built over a typical monitoring-analyze-planexecute cycle, as in IBM's MAPE-K model [9] , and could include different monitoring tasks, like performance monitoring, usually in relation with an established SLA, compliance and security tasks, fault tolerance and recovery, and others; in
mOSAIC's Cloud Agency
The Open source API and Platform for multiple Clouds (mOSAIC) is an FP7-ICT project 7 which is developing a platform that promotes an open-source Cloud application programming interface (API) and a platform targeted for developing multi-Cloud oriented applications. Its goal is to provide enough freedom both at resource and programming level such that cloud-based services can be easily developed and deployed.
The architecture of the platform [15] is designed around the use of open and standard interfaces. Its main goal is to provide a unified Cloud programming interface which enables the flexibility needed to build interoperable applications across different Cloud providers [16] .
The mOSAIC Cloud Agency (CA) [17] , [18] , [19] is a multi-agent system that has been designed to handle resource provisioning and monitoring, and also to assist in reconfiguration of resources. The Cloud Agency CA capabilities that allow dynamic discovery and mapping of cloud providers. It Cloud Agency works over the IaaS level within the mOSAIC platform and acts as an intermediary between the user's application and the cloud providers, offering an efficient solution to resource management based on a contract between the user and the cloud provider(s). An overview image of the Cloud Agency's architecture is depicted in Figure 1. 
Cloud Governance Architecture
The core of cloud governance is based on the description of provider-consumer relationships over different business models. This model should define the way in which an offer is made and how it is consumed. In order to function at all cloud levels (HaaS, IaaS, PaaS, SaaS), the model has to be devoid of the type of resources involved. As in most business models, entities are mapped for both service consumers and service providers, templates should be used to describe services (requirements, capabilities etc.) and service offers and these templates should be accessible through specialized catalogs.
As M. O'Neill identified in an IBM Developer Works article [20] , cloud governance involves the definition of policies, parameters and processes. It must provide automatic aggregation of services. This involves defining and publishing a catalog containing services, manage their access and approval and generally assist with service related operations.
Cloud governance comes as a natural step forward from SOA governance. While migrating services to the cloud involves several problems like provisioning, security and privacy [20] , [21] , migrating data into the cloud arises problems like data confidentiality, integrity and availability (CIA) [22] . Figure 3 depicts various functionalities of cloud governance as opposed to cloud management.
A typical cloud governance architecture, built around the facilities exposed by the Cloud Agency is described in Figure 2. 
Cloud Governance: Security
Security is the number one concern that inhibits SMEs from adopting the cloud. In the cloud environment, the responsibility for security is shared between the cloud vendor and the application developers. Core steps for "creating a governance framework for cloud security" are emphasized by T. Cecere in a Cloud Computing Journal article [23] .
Both IaaS (Amazon AWS, Rackspace etc) and PaaS (Azure, Google App Engine etc) providers offer basic security features including support for authentication, DoS attack mitigation, firewall policy management, logging, basic user and profile management. Even if cloud providers are giv- By disclosing their security policies, compliance and practices, cloud providers can attract business their way. This will help companies evaluate clouds and help them prepare their security management. Also, providing tools (security APIs) for security auditing and management (log handing and management, user profile and privilege management, firewall policies, providing data in a enterprise format etc) will drive the cloud adoption from enterprises.
As mentioned earlier, the application developers play their own part in security. Provided cloud resources can be disrupted either willingly (attacks) or unwillingly (misconfiguration, hardware failure) therefore the application developer must bear this in mind when developing cloud applications. These applications should be engineered to withstand service disruptions and be fault tolerant.
Cloud Governance: Privacy
Privacy is another important factor of cloud adoption. In order for an enterprise to migrate to a cloud environment it must trust its cloud provider in terms of data privacy. One solution for an early adoption of cloud from the privacy point of view is for enterprises to categorize their data based on sensitivity in terms of privacy and confidentiality. Data with low sensitivity can be easier to migrate than high sensitivity one.
On the other hand cloud providers need to cover privacy terms from a legal point of view by providing good privacy agreements that define parties, roles, accountability and limited liability. Also, privacy agreements offered by the cloud providers must adhere to government privacy laws [24] , [25] . Moreover, cloud providers need to cover all bases by having a strong monitoring and internal audit as identified in [23] , [26] . Even if primary privacy concerns can be built around the Cloud Governance solution, cloud services, at the SaaS level, also need to be designed with built in privacy, like the Trusted Platform Module that was proposed in [27] for solving privacy issues at SaaS level.
Cloud Governance: Lifecycle Management
As a whole, the cloud governance architecture must provide several aspects like the description and deployment of a service in the cloud, the description of service offers and contracts between service providers and consumers, the management of services and their instances.
The lifecycle management problem appears once a service moves to a new version. In order to prevent any problems appearing from updating a service, the cloud governance system must keep track of versions, subscribed customers and usage trends. Services should be designed with backwards compatibility in mind. Also, the cloud governance system must provide ways to notify subscribers of possible service changes. 
Cloud Governance: Standards
Standards must specify resource and scalability limits, resource discovery, tenant partitioning, session management, service levels, authorization, access entitlements, and identity. There are emerging specifications like OpenStack, XACML, SAML2, OVF, VMAN, however they do not cover all possible scenarios. Other standardization areas include resource management protocols, packaging formats, identity protocols, key management protocols, audit formats, compliance formats, and security mechanisms to enable interoperability.
Conclusions
This article represents a survey of the problems that inhibit cloud adoption. Most concerns exhibited by SMEs when migrating to cloud environments come when dealing with security, privacy and service management, as they are both directed to the cloud providers and also at the lack of efficient governance.
mOSAIC's Cloud Agency features a strong support for management operations thus facilitating SME adoption of the cloud. This support is essential for ensuring the migration of some of the operational aspects of enterprises, however it does not cover the full spectrum of business and operational aspects and lacks the ability to participate in complex setups, like virtual enterprises. Cloud governance comes as a complementary solution to cloud management and enables a complete migration into the cloud environment.
Different development directions are to be considered for future work. These include migration and adoption of SOA service definition to cloud environments, together with the development of semantically-aware components, as well as reference implementation of service lifecycle, and support for business (administrative) activities.
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